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Article 54
Elements of European cybersecurity certification schemes
1. A European cybersecurity certification scheme shall include at least the following elements:

(a) the subject matter and scope of the certification scheme, including the type or categories of ICT products, ICT services and
ICT processes covered;

(b) a clear description of the purpose of the scheme and of how the selected standards, evaluation methods and assurance levels
correspond to the needs of the intended users of the scheme;

(c) references to the international, European or national standards applied in the evaluation or, where such standards are not
available or appropriate, to technical specifications that meet the requirements set out in Annex II to Regulation (EU) No
1025/2012 or, if such specifications are not available, to technical specifications or other cybersecurity requirements defined in
the European cybersecurity certification scheme;

* Collaboration between the European standardization organizations and ENISA in order to
identify potential needs and gaps for cybersecurity certification schemes

* Most relevant technical committees
 CEN/CLC/ITC 13 “Cybersecurity and Data Protection”
e ETSI/TC CYBER “Cybersecurity”
* ISO/IECJTC 1/SC 27 “Information security, cybersecurity and privacy protection”
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E BENELEC CEN/CLC JTC 13 “Cybersecurity and Data Protection”

Scope:

* Development of standards for cybersecurity and data protection covering all
aspects of the evolving information society including but not limited to:

o Management systems, frameworks, methodologies

o Data protection and privacy

o Services and products evaluation standards suitable for security
assessment for large companies and small and medium enterprises (SMEs)

o Competence requirements for cybersecurity and data protection

o Security requirements, services, techniques and guidelines for ICT
systems, services, networks and devices, including smart objects and

. . . . Working group Title
distributed computing devices -
. . . . . . . CEN/CLC/ITC13/WG1 Chair's Advisory Group
* Included in the scope is the identification and possible adoption of documents S ot e s e

already published or under development by ISO/IEC JTC 1 and other SDOs and CENCLC/Te TG 3

Security evaluation and assessment

international bodies such as ISO, IEC, ITU-T, and industrial fora. Where not being CEN/CLC/ITC 13/WG 5 Data Protection, Privacy and Identity Management
developed by other SDO's, the development of cybersecurity and data CEN/CLC/ITC T3/WG 6 Product securiy

protection CEN/CENELEC publications for safeguarding information such as CEN/CLC/ITC 13/WG 7 Adhoc group EU 5G Certiication scheme support group
organizational frameworks, management systems, techniques, guidelines, and CEN/CLC/ITC 15/WG 8 Special Working Group RED Standardizaion Request

products and services, including those in support of the EU Digital Single Market. CENELCATC15/WG 9 Special Working Group on Cyber Resilience Act



E BENELEG CEN/CLC JTC 13 “Cybersecurity and Data Protection”

Standards in support of the CSA

« EN17640:2022 “Fixed time cybersecurity evaluation methodology for ICT products”

o This document describes a cybersecurity evaluation methodology that can be implemented using pre-
defined time and workload resources, for ICT products. It is intended to be applicable for all three
assurance levels defined in the CSA (i.e. basic, substantial and high).

o The methodology comprises different evaluation blocks including assessment activities that comply with
the evaluation requirements of the CSA for the mentioned three assurance levels. Where appropriate, it
can be applied both to third-party evaluation and self-assessment.

* prEN XXXX “Guidelines on a sectoral cybersecurity assessment”

o This document contains guidelines to be used in the process of drafting requirements of cybersecurity
certification schemes for sectoral ICT services and systems. It includes all steps necessary to define,
implement and maintain such requirements.

o Note: Standard proposed by ENISA based on their own publication
(https://www.enisa.europa.eu/publications/methodology-for-a-sectoral-cybersecurity-assessment)



https://www.enisa.europa.eu/publications/methodology-for-a-sectoral-cybersecurity-assessment

E CENELEG CEN/CLC JTC 13 “Cybersecurity and Data Protection”

Standards in support of the CSA (EUCS)

* FprCEN/CLC/TS 18026 “Three-level approach for a set of cybersecurity requirements for cloud services”
o This Technical Specification (TS) provides a set of information security requirements for
information/cyber security controls for Cloud Services.
o This TS is applicable for organizations providing cloud services and their subservice organizations.

* prCEN/CLC/TS XXX “Requirements for Conformity Assessment Bodies certifying Cloud Services”
o This TS provides requirements and ISO/IEC 17065 interpretations for Conformity Assessment Bodies
(CABs) assessing Cloud Services.
o This TS is intended to be used by the National Accreditation Bodies (NABs), as well as CABs.




E [}ENELEG CEN/CLC JTC 13 “Cybersecurity and Data Protection”

Standards in support of the CSA

« EN 17927 “Security Evaluation Standard for loT Platforms (SESIP). An effective methodology for applying
cybersecurity assessment and re-use for connected products.”

o This document describes a cybersecurity evaluation methodology, named SESIP, for components of
connected ICT products. Security claims in SESIP are made based on the security services offered by
those components. Components can be in hardware and software. SESIP aims to support comparability
between and reuse of independent security evaluations. SESIP provides a common set of requirements
for the security functionality of components which apply to the foundational components of devices
that are not application specific. The methodology describes the re-use of evaluation results.




ETS{(C—)" ETSI/TC CYBER “Cybersecurity”

Scope:

* To act as the ETSI centre of expertise in the area of Cyber Security

* Advise and assist all ETSI Groups with the development of Cyber Security requirements

* To develop and maintain the Standards, Specifications and other deliverables to support the development
and implementation of Cyber Security standardization within ETSI

* To collect and specify Cyber Security requirements from relevant stakeholders

* To identify gaps where existing standards do not fulfil the requirements and provide specifications and
standards to fill these gaps, without duplication of work in other ETSI committees and partnership projects

* To ensure that appropriate Standards are developed within ETSI in order to meet these requirements

* To perform identified work as sub-contracted from ETSI Projects and ETSI Partnership Projects

* To coordinate work in ETSI with external groups such as ENISA

* To answer to policy requests related to Cyber Security, and security in broad sense in the ICT sector




ETS{(C—)" ETSI/TC CYBER “Cybersecurity”

Standards in support of the CSA

* EN 303 645 “CYBER; Cyber Security for Consumer Internet of Things: Baseline Requirements”
o The present document specifies high-level security and data protection provisions for consumer loT
devices that are connected to network infrastructure (such as the Internet or home network) and their
interactions with associated services. The associated services are out of scope.
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o EN 303 645 and its complementary assessment specification and implementation guide could be used
in a certification scheme if the EC request ENISA to prepare a cybersecurity certification scheme for loT
under the Cybersecurity Act

o This work on security and evaluation requirements for consumer mobile device could be also of use for
certification of 5G mobile devices




ETS{(C—)" ETSI/TC CYBER “Cybersecurity”

Standards in support of the CSA

e TS 103 701 “CYBER; Cyber Security for Consumer Internet of Things: Conformance Assessment of Baseline
Requirements”
o The present document specifies a conformance assessment methodology for consumer loT devices, their
relation to associated services and corresponding relevant processes against ETSI TS 103 645/ETSI EN 303
645, addressing the mandatory and recommended provisions as well as conditions and complements of
ETSI TS 103 645/ETSI EN 303 645 by defining test cases and assessment criteria for each provision.

e TR 103 621 “Guide to Cyber Security for Consumer Internet of Things”

o The present document serves as guidance to help manufacturers and other stakeholders in meeting the
cyber security provisions defined for Consumer loT devices in ETSI EN 303 645 and ETSI TS 103 645.

o The present document is complementary to ETSI EN 303 645 and ETSI TS 103 701. It explains the
relationship between these specifications and how they can be used together. It also provides a non-
exhaustive set of example implementations that can be used to meet the provisions of ETSI EN 303 645 and
ETSI TS 103 645, noting that not all possible implementations are included. Where relevant, pointers to
supporting specifications are provided. Usage by industry players as well as future development of
standards, such as specialisation into precise use cases, or certification aspects, are being given
consideration.
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ISO/IEC JTC 1/SC 27 “Information security, cybersecurity
T ECHOL06Y S naabs and p riva cy p rotection”

Scope:

* The development of standards for the protection of information and ICT. This includes generic methods,
techniques and guidelines to address both security and privacy aspects, such as:

o Security requirements capture methodology;

o Management of information and ICT security; in particular information security management systems,
security processes, and security controls and services;

o Cryptographic and other security mechanisms, including but not limited to mechanisms for protecting the
accountability, availability, integrity and confidentiality of information;

o Security management support documentation including terminology, guidelines as well as procedures for
the registration of security components;

o Securlty aspeCts Of Identlty management' blometrlcs and pr|Vacy; ISO/IEC)TC 1/SC 27/)IWG 6 @ Joint ISO/IEC JTC1/SC 27 - 1SO/TC 22/SC 32 WG : Cybersecurity requirements and evaluation
o Conformance assessment, accreditation and auditing requirements activities for connected vehicle devices

in the area of information security management systems; ISO/IECJTC 1/SC27/WG 1@  Information security management systems
o Secu r|ty evaluation criteria and methodology_ ISO/IEC)TC 1/SC27/WG 2@  Cryptography and security mechanisms

ISO/IEC)TC1/SC 27/WG 3@  Security evaluation, testing and specification
* SC 27 engages in active liaison and collaboration with appropriate bodies  1SO/ECITC1/5C27/WG 4@ Security controls and services
to ensure the proper development and application of SC 27 standards  I1SO/IECJTC1/SC27/WG 56  Identity management and privacy technologies
and technical reports in relevant areas



G JTC1 ISO/IEC JTC 1/SC 27 “Information security, cybersecurity

INFORMATION TECHNOLOGY STANDARDS a n d p riva Cy p rote ct i o n ”
Standards in support of the CSA (EUCC)

Evaluations shall be based on the following standards:

Common Criteria for Information Technology Security Evaluation, under their applicable
ISO/IEC 15408 version or under their applicable version published on
https:/Mmww.commoncriteriaportal.org/cc/, and composed of:

o CC Part 1: Introduction and general model;

o CC Part 2: Security functional components;

o CC Part 3: Security assurance components;
and simply referred to as the Common Ciriteria or the CC into this candidate scheme;

Common Methodology for Information Technology Security Evaluation, under its
applicable ISO/IEC 18045 version or under its applicable version published on
https://www.commoncriteriaportal.org/cc/, simply referred to as the CEM into this
candidate scheme.

Certificates issued shall indicate which version/release of the CC and CEM have been used for
the evaluation and certification.
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INFORMATION TECHNOLOGY STANDARDS

v ISO/IECJTC 1/SC 27 “Information security, cybersecurity
and privacy protection”

Standards in support of the CSA (EUCC)

13 references to ISO standards
e 9 standards from ISO/IEC JTC 1/SC 27

o CYBERSECURITY CERTIFICATION
V11| MAY 2021

26. REFERENCES

C3A (Cybersecurtty Acy)
REGULATION (EL) 2019851 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 17 Apri 2010 on
ENISA (Ine Euopean Union AQency for andon sechnoiogy
Reference ‘ Title ErSECLHY CEMICAN andrepeaing Reguiaton (£2) o 202013
SOGHS MRA
. . i i L ] 1ans g of 0y Securty Evaluation Certifcates VERSION 3.0,
ISO/IEC 15408 Information technology - Security techniques - Evaluation criteria for IT security MANAGEMENT COIMMITTEE, Janusry 2010,
CCRA
. R B . R . ARRANGENENT on the Recognition of Common Critens Cenificates In the fisid of Informstion Technobgy Securty,
ISO/IEC 18045 gglrlrjna:t;?‘n technology - Security techniques - Methodology for IT security iy 2, 2014
REFERENCED STANDARDS
I1SO/IEC 17000 Conformity assessment - Vocabulary and general principles Teole € Stardars refecances
ISOIIEC 17065 Conformity assessment - Requirements for bodies certifying products, 180MEC 15408 Irformation tachnoiogy - Sec.sity Iachriques - Evaliaion critari for 1T securty
processes and services e sy - Sacrty oo o T s
130/EC 13045 «i ‘\"‘.‘ﬂ:‘ ology - y 305 - Mathodology securty
ISO/IEC 17025 Testing and calibration laboratories 130/EC 17000 Conicrr=aty sessssmsaret - Mcrstusiry s gowmenl percpless
19OMEC 17086 Coerierrity sssasensarant - Roscp arsa=sarty fox bebees ol fyinng proxd o
IT security techniques — Competence requirements for information security proosmes and sarvces
ISO/IEC 19896-3 testers and evaluators — Part 3: Knowledge, skills and effectiveness 180/EC 17025 Tesing and calbration lavoratores
requirements for ISO/IEC 15408 evaluators {1 securty techrigues — Competence reas for jon socusly
180/EEC 188883 Bastirn and svalualons — Pan 3 Krowledon, shils and aflectivinsss
N . N . requrements for ISONEC 15408 svafustors.
IT Security Techniques — Requirements for the competence of IT security . . T
ISO/IEC WD TS 23532-1 testing and evaluation laboratories — Part 1: Testing and evaluation for ISO/IEC 18OMEC WD T8 235321 h;Lml ot arre 1: Tasting and o BoteC
15408 :
15OREC 27001 :;;:-:;;Jmnuy-&-;nry Mectricquane - Informaston securly mansgament
Information technology - Security techniques - Information security management .
ISO/IEC 27001 systems — Requirements 180iEC 7082 e b e
. ; . . . . 19OKEC 27005 Ieformstion bectroiogy - Security bchriguase - Informaton securty risk
ISO/IEC 27002 Information technology - Security techniques - Code of practice for information mansgement
security management controls 180/EC 28147 Information techology - Securty lechriques - Vidnersbity disciosue
| f h | s h f k 180VEC 20111 Information lectnology - Secunty lechriques - Vuinerabity handing processes
nformation technology - Security techniques - Information security ris| . )
ISO/IEC 27005 management T certfcation cards - Imegrte cut carcs - Pt & Orgrization, secarty and
ISO/IEC 29147 Information technology - Security techniques - Vulnerability disclosure
ISO/IEC 30111 Information technology - Security techniques - Vulnerability handling processes
|SO/IEC 7816-4 Identification cards - Integrated circuit cards - Part 4: Organization, security and

commands for interchange




So LS| IEC ISO/IEC JTC 1/SC 27 “Information security, cybersecurity

INFORMATION TECHNOLOGY STANDARDS and privacy protection”
Standards in support of the CSA (EUCS)

The scheme relies on a number of standards and technical specifications:

¢ International standards ISO/IEC 17788 and ISO/IEC 17000, and to a lesser extent ISO/IEC 9000 and ISO/IEC
27000, are being used as references for the terminology used through the scheme, with input from all the
schemes listed below when required.

e The security controls used in the scheme, together with the associated security requirements, are defined in an
Annex of the present scheme (see Annex A:. Security Objectives and requirements for Cloud Services), and they
are based on international standards ISO/IEC 27001, ISO/IEC 27002, ISO/IEC 27017, and on documents
previously issued by Member States to define the security controls in their respective National Schemes [C5,
SecNumCloud].

e The definition of the assurance levels reuses some concepts defined in the ISO/IEC 15408-3 standard.

e The conformity assessment methodology defined in the scheme is based on the ISO/IEC 17065 international
standard.

The scheme also leverages several security assessment methods and standards:

e International standards ISO/IEC 17021 and ISO/IEC 27006.

e International auditing standards ISAE3402 and ISAE3000.

e One method defined in an Annex to the present scheme (see Annex D:, Assessment for level Basic).

The security controls and other annexes also reference a number of standards:

e The ISO/IEC 29147 and ISO/IEC 30111 standards are referenced about vulnerability handling
e The ISO/IEC27005 standard is referenced about risk management




ISO/IEC JTC 1/SC 27 “Information security, cybersecurity

INFORMATIONTECHNOLOGYSRDS and privacy protection”
Standards in support of the CSA (EUCS)

e EUCS - CLOUD SERVICES SCHEME
D

comber 2020

e 22 references to ISO standards 26. REFERENCES
e 11 standards from ISO/IEC JTC 1/SC 27

STANDARDS AND TECHNICAL SPECIFICATIONS

1SO Standards

[SO Suppiemant]  ISONEC Directives, Part 1 — Comsolidsted IS0 Supphment — Procsdures spechic 1o 150 (in
particuiar, Annex SL)

S0 Guide 73] 150 Guide 73:2009, Risk mansgement — Vocabulary

[#S09000) 150 80002015, Qualty management systems — Fundamentals and vocabulary

[FS015608-3) ISONEC 15408-3:2008, Informatian tachnology — Securly tachniques — Evaluation crtana for
IT sacurity — Pant 3. Sacurily 235uRNCA Comporants

#S017000] ISONEC 170002020, Conformity ssssssment = Vocabulary snd ganerl principhes

15017021 ISOIEC 17021-1:2015, Conformily sssmssmant — Reqursments for bodus providng sudit sad
certitcation of management systems — Part 1: Requirements

FS017025] ISONEC 170252017, General requirements for the competence of testing and calibration
laboratories

[FSO17020] ISONEC 170292019, Conformity Asxssasmant — Canseal princiges ANd requinments for
vaidation ard werilication bodms

5017065 ISONEC 17065:2012. Conformity aszessment — Requirements for bodies certifying procducts,
processes and senvices

FS017057] ISONEC 17067:2013, Contormity assessment — Fundamentals of product cerstication and
Quidainas for product CRABCASoN schemes

[S017788] ISOIEC 177832014, Information technokagy = CIoud COMPUting = Ovaniaw &nd vOCADURTY.

15019011] 1S0 190112018, Guidalines for sudiing management syslems

[£5020000-10) ISOIEC 20000-10:2019, Information techeoiogy — Service mansgement — Part 10, Concapts
and vocabutary

PS024765] ISONECAEEE 24765:2017, Systems and software engneerng — Vocabulry

PS027000] ISONEC Z7000:2018, Information technologly — Security techniques ~ Information securty
managemant systams — Ovarview and voCaDusry.

[#5027001] ISONEC 270012013, Information technology — Security sachniquas — Infrmation security
management sysiems — Requrements

1027002 ISONEC 270022013, Information technology — Security techniques — Code of practce for
Information security controls

[FS027005] ISONEC 270052018, Information technology — Security sachniques — Inarmation security risk
managamant

[15027006] ISONEC 27006 2015, Information ichnology — Securily sechniques — Requirsments for bodss
providng audit and certicaton of sacurity syserms

#S027007) ISONEC 270072020, Information security, cybersacurity and privacy peolecion — Guidelines for
information sacurity managamant systoms audiing

ps027017] ISONEC 27017:2015. Infoemation technology — Security sachniquas — Coda af practica for
infarmatian sacurity controls basad o0 ISOIEC 27002 for coud Sanvices

15027032 ISONEC 270622 maion tachnokogy — Security e 8 for
Cybersacurity

ps029147] ISONEC 29147:2018, Information technology — Security techniques — Vidnerabiity disciosure

PSO30111] ISONEC 301112018, Information technology — Security techniques — Vidnerabiity handing
processas
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NSB: National Standards Body
TC: Technical Committee
SC: Subcommittee - Entity established within a TC responsible for a large work program (focuses on an area of interest of the TC)
WG: Working Group - Group established by a TC or SC that develops standards project(s) within the scope of activity of the TC/SC
NMC: National Mirror Committee




Multiple technical committees dealing with similar or complementary projects

CEN-CENELEC

JTC13

ISO &
ISO/IECJTC 1

/SC 27
/WG 13

ISO/PC 317

EUROPEAN

* CEN/CLC/ITC 13 “Cybersecurity and Data Protection”

» ETSI/TC CYBER “Cybersecurity”

* ISO/IECJTC 1/5C 27 “Information security, cybersecurity and privacy protection”

* [SO/IECJTC 1/WG 13 “Trustworthiness”

* ISO/PC 317 “Consumer protection: privacy by design for consumer goods and services”




National Standardization Commission (NSC 01) “Cybersecurity”

WG 1 - Cybersecurity management systems

WG 2 - Cryptography and security mechanisms

‘ WG 3 - Security evaluation, testing and specification

Y NSC 01 o WG 4 — Cybersecurity controls and services
Cybersecurity

WG 5 — Data protection, privacy and identity management

‘ WG 6 — Product security
‘ ' WG 7 - Trustworthiness
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Who can participate ?

* Every socio-economic actor with a certain expertise in the domain treated by the
technical standardization committee

Application form for registration to a technical standardization committee
*  Form ILNAS/OLN/F001

* Available on https://portail-qualite.public.lu/fr/normes-normalisation/participer-
normalisation/experts-normalisation.html

National register Of delegates Registre national des délégués en normalisation - Septembre 2023
» 285 experts registered (September 2023) — o
» 1044 registrations in technical committees covic .
CEN/CLC/ETSI 2
* Link: https://gd.lu/cCN7ag sonee -
More information available on: https://portail- IINAS

1, av du Swing - L-4367 Belvaux - Tél. : (+352) 24 77 43 40 - Fax : (+352) 24 79 43 40 - Email : normalisation@ilnas.etat.lu - www.portail-qualite.lu

gualite.public.lu/fr/normes-normalisation/participer-
normalisation.html I R



https://portail-qualite.public.lu/fr/normes-normalisation/participer-normalisation/experts-normalisation.html
https://portail-qualite.public.lu/fr/normes-normalisation/participer-normalisation/experts-normalisation.html
https://gd.lu/cCN7qg
https://portail-qualite.public.lu/fr/normes-normalisation/participer-normalisation.html
https://portail-qualite.public.lu/fr/normes-normalisation/participer-normalisation.html
https://portail-qualite.public.lu/fr/normes-normalisation/participer-normalisation.html
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https://coral-project.org/

Test Fit4CSA:
https://fit4csa.nc3.lu/survey/ ’

Contacts: o
General: coral@Ihc.lu

Dr. Gabriela Gheorghe (LHC): gabriela.gheorghe@Ihc.lu

Ms. Natalia Vinogradova (ANEC GIE): natalia.cassagnes@ilnas.etat.lu
Dr. Jean Lancrenon (ILNAS): jean.lancrenon@ilnas.etat.lu
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